Abstract
Introduction and Related Work
With CMOS technology reaching the scaling limits, the need for alternative technologies became necessary. Nanotechnology-based fabrication is expected to offer the extra density and potential performance to take electronic circuits the next step. It is estimated that molecular electronics can achieve very high densities (10 12 devices per cm 2 ) and operate at very high frequencies (of the order of THz) [1] . Several successful nano-scale electronic devices have been demonstrated by researchers, some of the most promising being carbon nanotubes (CNT) [2] , silicon nano-wires (NW) [3, 4] , and quantum dot cells [5] . It is expected, however, that nanodevices will suffer from significantly increased permanent failure rates mainly due to the fundamental limitations of the fabrication processes that limit the yield of such devices [5] . At these nanometer scales, the small cross section areas of wires make them fragile, increasing the likelihood that they will break during assembly.
Moreover, the contact area between nanowires, and between nanowires and devices, depends on a few atomicscale bonds resulting in some connections being poor and effectively unusable [6, 7] . Hewlett-Packard has fabricated 8x8 crossbar switches using molecular switches at the crosspoints [7] . They observed that only 85% of the switches were programmable while the other 15% were defective. Therefore, the necessity to cope with intrinsic defects at the circuit level must be recognized as a key aspect of nanodevices-based designs. To implement such robustness and defect tolerance, circuit design techniques capable of absorbing a large number of defects and still be able to perform their functions need to be investigated.
In the context of reliable nanoelectronics, two main approaches have been proposed: defect tolerance and defect avoidance [8] . Defect tolerance techniques are based on adding redundancy in the design to tolerate defects or faults. However, defect avoidance techniques are based on reconfigurable blocks. Recently, traditional fault tolerance techniques such as triple-modular redundancy, triple interwoven redundant logic, and quadded logic have been investigated [9] with the aim to improve the reliability of nanoelectronics design. It has been demonstrated that such techniques are capable of making nanoelectronic circuits more robust to defects.
Triple-modular redundancy (TMR) is based on triplicating each gate followed by an arbitration unit deciding the correct value based on majority. The reliability of such designs is limited by that of the final arbitration unit, making the approach difficult in the context of highly integrated nanosystems [8] . A TMR circuit can be further triplicated. The obtained circuit thus has nine copies of the original module and two layers of majority gates. This process can be repeated if necessary, resulting in a technique called cascaded triple modular redundancy (CTMR) or recursive triple modular redundancy (RTMR). It is shown in [10] that using CTMR in a nanochip with large nanoscale devices would require an extremely low device error rate. It is also shown in [11] that recursive voting leads to a double exponential decrease in a circuit's failure probability. However, a single error in the last majority gate can cause an incorrect result, hampering the technique's effectiveness.
Quadded logic [9] requires four times the circuit size. A quadded circuit implementation based on NAND gates replaces each NAND gate with a group of four NAND gates, each of which has twice as many inputs as the one it replaces. While quadded logic guarantees tolerance of most single errors, errors occurring at the last two stages of logic may not be corrected [9] . Figure 1 shows an example of TMR and quadded logic circuits.
The previous approaches of defect-tolerance for reliable nanoelectronics have focused on adding redundancy at the functional or unit level such as TMR [10, 11] , or gate level such as quadded logic [9] . In this paper, we propose adding redundancy at the transistor level and show that it provides higher tolerance than unit and gate levels and at reduced area overhead. Adding redundancy at the transistor level itself to improve reliability is not new. Indeed, in [12, 13] transistors were employed to improve the reliability of relay networks. In this work, we investigate the effectiveness of transistor-level approach when applied to ISCAS benchmark circuits, since in [12, 13] bipolar transistors were employed with very simple circuits. We investigate circuit reliability based on a quaddedtransistor structure with respect to stuck-open, stuck-short and bridging defects. Furthermore, a comparison is made with recent approaches proposed for defect tolerance in nanoelectronics. IBM has recently demonstrated experimentally that carbon nanotubes can exhibit electrical characteristics that are similar to that of the state-of-the-art Si-based MOSFETs [14] .
Proposed Defect Tolerant Technique
In this work, we investigate defect tolerance based on adding redundancy at the transistor-level for electronic circuits. Our work is focused on transistor stuck-open, stuck-short and bridges between gates of transistors. A transistor is considered defective if its expected behavior changes regardless of the type of defect causing it. In order to tolerate single-defective transistors, each transistor, A, is replaced by a quadded-transistor structure implementing either the logic function (A+A)(A+A) or the logic function (AA)+(AA), as shown in Figure 2 . In both of the quadded-transistor structures shown in Figure  2 (b) & (c), any single transistor defect (stuck-open, stuck-short, AND/OR-bridge) will not change the logic behavior, and hence the defect is tolerated. It should be observed that for nmos transistors, OR-bridge and stuckshort defects produce the same behavior while ANDbridge and stuck-open defects have the same behavior. Similarly, for pmos transistors, OR-bridge and stuck-open defects produce the same behavior while AND-bridge and stuck-short defects have the same behavior. Double stuckopen (or their corresponding bridge) defects are tolerated as long as they do not occur in any two parallel transistors (T 1 &T 2 or T 3 &T 4 for the structure in Figure 2 (b), and T1&T2, T 1 &T 4, T 3 &T 2 or T 3 &T 4 for the structure in Figure 2 (c)). Double stuck-short (or their corresponding bridge) defects are tolerated as long as they do not occur in any two series transistors (T 1 &T 3 , T 1 &T 4 , T 2 &T 3 or T 2 &T 4 for the structure in Figure 2 (b), and T 1 &T 3 or T 2 &T 4 for the structure in Figure 2 (c)). In addition, any triple defect that does not include two parallel stuck-open defects or two series stuck-short defects or their corresponding bridging defects is tolerated. Thus, one can easily see that using either of the quadded-transistor structures, the reliability of gate implementation is significantly improved.
It should be observed that the effective resistance of the quadded-transistor structures has the same resistance as the original transistor. However, in the presence of a single defect, the worst case effective resistance of the first quadded-transistor structure (Figure 2(b) ) is 1.5R while that of the second quadded-transistor structure (Figure 2(c) ) is 2R, where R is the effective resistance of a transistor. This occurs in the case of single stuck-open (or corresponding bridge) defects. For tolerable multiple defects, the worst case effective resistance of both structures is 2R. For this reason, the first quaddedtransistor structure (Figure 2 (b)) is adopted in this work.
Next, we determine the probability of circuit failure given a transistor defect probability using quaddedtransistor structures. A transistor is considered defective if it does not function properly due to manufacturing defects.
Given a transistor-defect probability, P, the probability of quadded-transistor structure failure is 3 2 2 1 2
This is proved with respect to stuck-open and stuckshort defects as bridge defects have equivalent behaviors to them as explained earlier. If there are only two defective transistors in a quadded-transistor structure, then we have four possible pairs of stuck-open and stuck short defects. In all cases, only one of those pair of defects produces an error. Thus, the probability of failure in this case is ( ) 2 2 1 2 4 * 4
If we assume that three transistors are defective, then we have eight possible combinations of stuck-open and stuck short defects. In all cases, five out of those combinations produce an error. Thus, the probability of failure in this case is
If four transistors are assumed defective, then in this case there will always be an error and the probability of failure
Thus, the probability of quadded-transistor structure failure is
Given a transistor-defect probability, P, and a circuit with N quadded-transistor structures, the probability of circuit failure and circuit reliability are
We assume in this work that circuit reliability represents the probability that the circuit will function correctly in the presence of defects. It should be observed that while the result above represents the exact circuit failure probability for stuck-open and stuck-short defects, it represents an upper bound for bridging defects. This is due to the fact that not all bridging defects that result in a faulty quadded-structure result in a faulty gate behavior. For example, AND-bridging defects between gates of transistors within the same NAND gate do not change the gate behavior regardless of their multiplicity. Similarly, OR-bridging defects between gates of transistors within the same NOR gate do not change the gate behavior regardless of their multiplicity. implementation for stuck-open and stuck-short defects. As can be seen, the reliability of gates implemented using the quadded-transistor structure is significantly higher than the reliability of conventional gate implementation. For example, for an 8-input NAND gate, with a probability of transistor failure = 10%, the probability of failure for the quadded-transistor structure-based design is 21% (and reliability is 79%), while the probability of failure for the conventional CMOS implementation is 81% (and reliability is 19%). Furthermore, as the number of inputs increases, the probability of gate failure increases and reliability decreases, as expected.
The quadded-transistor structure, given in Figure 2(b) , can be generalized to an N 2 -transistor structure, where N=2, 3,…, k. An N 2 -transistor structure is composed of N blocks connected in series with each block composed of N parallel transistors, as shown in Figure 4 . An N 2 -transistor structure guarantees defect tolerance of all defects of multiplicity less than or equal to (N-1) in the structure. Hence, a large number of multiple defects can be tolerated in a circuit implemented based on these structures. The N 2 -transistor structure, for N>2, may be applied selectively for critical gates due to its increased overhead. An interesting advantage of the N 2 -transistor structure is that it fits well in existing design and test methodologies.
In synthesis, a library of gates implemented based on the quadded-transistor structure will be used in the technology mapping process. The same testing methodology will be used assuming testing is done at the gate level based on the single stuck-at fault model. So, the same test set derived for the original gate-level structure can be used without any change.
The gate capacitance that the quadded-transistor structure induces on the gate connected to the input A is four times the original gate capacitance. This has an impact on both delay and power dissipation. However, as shown in [15] , a gate with higher load capacitance has better noise rejection curves and hence is more resistant to soft errors resulting in noise glitches. While the quaddedtransistor structure increases the area, this increase is less than other gate-level defect tolerance techniques as will be shown in the experimental results. As with all defect tolerance techniques, the increase in area, power and delay is traded off by more circuit reliability. This is justified given that it is predicted that nanotechnology will provide much higher integration densities, speed and power advantages.
Experimental Results
To demonstrate the effectiveness of the quadedtransistor structure technique, we have performed experiments on a number of the largest ISCAS85 and ISCAS89 benchmark circuits (replacing flip-flops by inputs and outputs). Two types of permanent defects are analyzed separately: transistor stuck-open and stuck-short defects, and AND/OR bridging defects.
Stuck-Open & Stuck-Short Defect Analysis
For evaluating circuit failure probability and reliability, we adopt the simulation-based reliability model used in [9] . We compare circuit reliability based on the quaddedtransistor structure with the compared approaches in [9] including Triple Interwoven Redundancy (TIR) and Quadded logic. We use a complete test set T that detects all detectable single stuck-at faults in a circuit. We have used test sets generated by Mintest ATPG tool [16] . To compute the circuit failure probability, F m , resulting from injecting m defective transistors, we use the following procedure:
1. Set the number of iterations to be performed, I, to 1000 and the number of failed simulations, K, to 0. 2. Simulate the fault-free circuit by applying the test set T. Assuming that every transistor has the same defect probability, P, and that defects are randomly and independently distributed, the probability of having a number of m defective transistors in a circuit with N Figure 4 Defect-tolerant N 2 -transistor structure.
transistors follows the binomial distribution [9] as shown below:
Assuming the number of transistor defects, m, as a random variable and using the circuit failure probability F m as a failure distribution in m, the probability of circuit failure, F, and circuit reliability, R, are computed as follows [9] : Figure 5 shows the reliability of some of the ISCAS85 benchmark circuits obtained both theoretically and experimentally based on the above simulation procedure and formulas for stuck-open and stuck short defects. As can be seen, there is almost identical match, clearly validating the derived theoretical results.
In Figure 6 , we compare the probability of circuit failure for a given number of stuck-open and stuck-short defects between the quadded-transistor structure (QT), quadded logic (QL) [9] and TIR logic [9] . It should be observed that TIR is a generalization of TMR logic. The comparison is made based on an 8-stage cascaded half adder circuit used in [9] . TIR logic is implemented by adding a majority gate for each sum and carry-out signal at each stage. Majority gate is also implemented as a single gate. As can be seen, adding transistor-level defect tolerance generates circuits with less probability of circuit failure than those that add defect tolerance at gate level (QL) and unit level (TMR). This is in addition to smaller area overhead in terms of smaller number of transistors used. The number of transistors in the quadded-transistor structure implementation is 512, while it is 608 in TIR logic and 1024 in quadded logic. It should be observed that the total number of transistors in the circuit should be taken into account when making the comparison for a given number of defects as the percentage of injected defects varies. The probability of circuit failure for TIR and TMR logic can be significantly improved by improving the reliability of majority gates. We have implemented the majority gates in the 8-stage cascaded half adder TIR logic circuit based on the quadded-transistor structure (TIR-MQT). As shown in Figure 6 , the reliability of the implemented circuit is significantly improved compared to TIR circuit at the expense of increased number of transistors (No. transistors=1280).
This shows an interesting potential application of the N 2 -transistor structure in improving the reliability of voter-based redundancy techniques which will be more thoroughly investigated in future work.
For TMR to be effective, a careful balance between the module size and the number of majority gates used needs to be made. For this reason, we focus comparison of the reliability of ISCAS benchmark circuits between quadded-transistor structure and quadded logic.
A comprehensive comparison of the probability of circuit failure between the quadded-transistor structure and the quadded logic is given in Table 1 for several percentages of injected stuck-open and stuck-short defects. For all the circuits, the quadded-transistor technique achieves significantly lower circuit failure probability than the quadded logic technique for the same and for twice the percentage of injected defects. For 10 out of 12 circuits, it achieves lower failure probability with four times the percentage of injected defects. In Table 2 , we report the reliability results obtained based on the simulation procedure outlined above for the quaddedtransistor structure and quadded logic approaches for several transistor defect probabilities based on stuck-open and stuck-short defects. The effectiveness of the quaddedtransistor structure technique is clearly demonstrated by the results as it achieves higher circuit reliability with even 4 to 5 times more transistor defect probability. This is in addition to the observation that it requires nearly half the area of quadded logic as indicated by the number of transistors.
Bridging Defect Analysis
In order to analyze the defect tolerance of quaddedtransistor structure technique to bridging defects, the same simulation-based model was used. The experiments were performed on the same set of ISCAS circuits. The bridging defects were injected randomly between the gates of the defected transistor and one of its neighbors, located within a window of local transistors (±8 transistors). Both AND and OR bridging defects were injected equally. It should be observed that for injecting m defective transistors due to bridges, only m/2 bridges need to be injected. Table 3 shows the results obtained for several percentages of injected bridging defects. As can be seen, the quadded-transistor technique exhibits a much lower failure probability than quadded-logic technique. Quadded-transistor technique achieves failure rates lower than quadded-logic for the same and twice the percentage of injected bridging faults. For 0.25% of injected defects, it achieves failure rates nine times less than quadded-logic and three times less for 0.5% of injected defects in most of the circuits. It should be observed that for the same percentage of defective transistors, the failure rate for bridging defects is less than that of stuck-open and stuckshort defects. This is due to the fact that not all bridging defects will result in a faulty gate behavior.
Conclusion
In this work, we have investigated a defect-tolerance technique based on adding redundancy at the transistor level. The proposed technique provides defect tolerance against a large number of permanent defects including stuck-open, stuck-short and bridging defects.
Experimental results have demonstrated that the proposed technique provides significantly less circuit failure probability and higher reliability than recently investigated techniques based on gate level (quadded logic) and unit level (Triple modular redundancy). This improvement is achieved at less area overhead, for example 50% less transistors than quadded logic. The results have been investigated theoretically and by simulation using large ISCAS 85 and 89 benchmark circuits.
Whilst the paper focused on tolerance of transistor defects, the proposed technique is capable of tolerating defects in interconnect, which is seen by many researchers as a source of unreliability in nanodevices. This can be achieved using four parallel interconnect lines to connect the driving gate to the four transistors in a quaddedtransistor structure. This attractive feature adds to the credibility of the proposed approach for reliable nanoelectronics. 
